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Annex  A Control and 

handl ing of TO P SE CRET  

docume nts and mate rial 

(PDF) 

Annex  B Control  and 

handl ing of S ECRE T 

docume nts and mate rial 

(PDF)

Annex  D Control and 

handl ing of S EN SI TIVE  or 

RESTRICTED  doc um ents and 

materi al (PDF)

Annex  C Control and 

handl ing of CO NF IDEN TI AL 

documents and material 

(PDF)

AN NE X A Potenti al  threat 

sources  to the  public whe n 

transacti ng wi th Ne w 

Z ealand gove rnm ent 

agenci es (PDF)

Annex  B S ugge sted acti ons 

to reduce  the ri sk of harm to 

the publi c transacti ng onli ne  

with N ew Z eal and 

gove rnm ent agenci es  (PDF)

Mandatory Requirements
Management 
Requirements

Summary of Physical Security 
Mandatory Requirements

Physical Security Management 
Protocol

Annex  A Supporting 

standards handbooks  and 

codes  (PDF)

Security Zones and Risk 
Mitigat ion Control Measures

Physical Security of ICT 
Equipment, Systems and 

Facilities

Working Away from the 
Office

Event Security

Annex  A Phy sical sec uri ty  

measures c heck lis t (PDF)

Annex  B N ZS IS  guidel ines on 

equi pm ent se lection and the  

Approved Products Li st 

(PDF)

Annex  C Proof of identi ty 

(PDF)

Annex  D Safe and v aul t 

types (PDF)

Annex  A Storage  

requirements for e lectroni c 

informati on in ICT  fac ili ti es 

(PDF)

Annex  A Check list for mobile  

computing and 
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worki ng

Annex  B U seful Links
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Summary of Governance 
Mandatory Requirements

Mandatory Requirements

Security Awareness Training

Report ing Incidents and 
Conducting Security 

Investigations

Compliance Reporting

Mandatory Requirements

Summary of Personnel Security 
Mandatory Requirement

Procedural Fairness 
Requirements

Report ing Changes in Personal 
Circumstances 

Personnel Security Management 
Protocol

Mandatory Requirements Management Requirements

Summary of Inf ormation Security 
Mandatory Requirements

Information Security 
Management Protocol

New Zealand Government 
Security Classification System

Handling Requirements for 
Protectively Marked Information 

and Equipment

Management of Aggregated 
Information

Mobile Electronic Device Risks 
and Mitigations

Communications Security

Agency Cyber Security 
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Accessible Information Systems

New Zealand Government 
Information in Outsourced or 
Offshore ICT Arrangements 

Annex  A Ex am ples  of i nsider 

threats (PDF)

Annex  A Documents 
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Annex  A Contact Reporting 
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Glossary

What you need to know

Directive on the Security 
of Government Business 

Introduction and Overview to the PSR

Strategic Security Objectives, Core Policies and the 
Mandatory Requirements for 

Agencies

Sum mary  of G overna nce Ma ndatory 

Requirements

Sum mary  of Personnel S ec uri ty  

M andatory Requirem ents

Sum mary  of I nforma tion Security 

M andatory Requirem ents

Sum mary  of Phys ica l Security Ma nda tory  

Requirements

What you need to do

Security Structure and Agency Responsibilities

Strategic Security Objectives, Core 
Policies and the Mandatory 
Requirements for Agencies

Mandatory Requirements

Information for

Chief Executives and Senior Manager

Security Practitioners

Employees

Service Providers Working with Government

Legislation S upplement 

(PDF)

Annex  A Categories of 

security i ncidents (PDF)

Annex  A Ex am ple 

compli anc e c he ck list (PDF)

Prote ctiv e Se curity 

Capabil ity Maturity M odel  

(PDF)

Prote ctiv e Se curity 

Compliance  Guide  (PDF)

Annex  A New Zealand 

Gov ernment Busines s Im pact 

Leve ls BILs of Protecti ve  

Security  Risk s (PDF)

Gui de  to Dev eloping Agency 

Al ert Leve ls  (PDF)

Protectiv e Security 

Capabil ity Maturity M odel  

(PDF)

Protectiv e Security 

Compliance Guide (PDF)

Annex  A Ex am ple non 

discl osure  agreement (PDF)

Confidenti ality  Agreement 

for Contractors (PDF)

Management Requirements

Developing Agency Protective 
Security Policies, Plans and 

Procedures

Business Impact  Levels

Security of Outsourced Services 
and Functions

Management Requirements

Agency Personnel Security

Information for Security Vetting 
Candidates

Security Assessment Criteria and 
the Adjudicative Guidelines

Contact Reporting

Confidenti ality  Agreement 

for Contractors (PDF)

Annex  A Cl as sification and 

mark ing ready reck oner 

chart (PDF)

Annex  A Potenti al  Risk s 

when usi ng m obi le  dev ices 

(PDF)

Annex  B S uggested 

mi ti gati ons to reduc e ri sks 

when usi ng m obi le  dev ices 

(PDF)

Trav el  Adv ice  El ec tronic 

Devi ces (PDF)

Change of Ci rcumstanc e 

General Form (PDF) 

Change of Ci rcumstanc e 

rel ati ons hi p form (PDF)

Confidenti ality  Agreement 

for Contractors (PDF)

General Security Cl earance 

Briefi ng (DO C)

Gui de  to Employi ng 

Personnel  (PDF)

Legislation S upplement 

(PDF)

Personnel  Security  Guide 

(PDF)

Security  Clearance  Leve l 

Gui deli nes (PDF)

Security  Clearance  Transfer 

Incom ing Request (DO C)

Security  Clearance  Transfer 

O utgoing Request (DO C)

Notes:
1. Red lines are references to other resources
2. Supporting files are highlighted in gray

http://protectivesecurity.govt.nz/home
http://protectivesecurity.govt.nz/home/mandatory-requirements/
http://protectivesecurity.govt.nz/home/personnel-security-management-protocol/
http://protectivesecurity.govt.nz/home/protective-security-governance-requirements/
http://protectivesecurity.govt.nz/assets/Uploads/Annex-A-Control-and-handling-of-TOP-SECRET-documents-and-material.pdf
http://protectivesecurity.govt.nz/assets/Uploads/Annex-B-Control-and-handling-of-SECRET-documents-and-material.pdf
http://protectivesecurity.govt.nz/assets/Uploads/Annex-D-Control-and-handling-of-SENSITIVE-or-RESTRICTED-documents-and-material.pdf
http://protectivesecurity.govt.nz/assets/Uploads/Annex-C-Control-and-handling-of-CONFIDENTIAL-documents-and-material.pdf
http://protectivesecurity.govt.nz/assets/Uploads/ANNEX-A-Potential-threat-sources-to-the-public-when-transacting-with-New-Zealand-government-agencies.pdf
http://protectivesecurity.govt.nz/assets/Uploads/ANNEX-B-Suggested-actions-to-reduce-the-risk-of-harm-to-the-public-transacting-online-with-New-Zealand-government-agencies-.pdf
http://protectivesecurity.govt.nz/home/physical-security-management-protocol/
http://protectivesecurity.govt.nz/home/physical-security-management-protocol/
http://protectivesecurity.govt.nz/home/mandatory-requirements/summary-of-physical-security-mandatory-requirements/?reset=1
http://protectivesecurity.govt.nz/home/physical-security-management-protocol/physical-security-management-protocol-2/
http://protectivesecurity.govt.nz/assets/Uploads/Annex-A-Supporting-standards-handbooks-and-codes.pdf
http://protectivesecurity.govt.nz/home/physical-security-management-protocol/security-zones-and-risk-mitigation-control-measures/
http://protectivesecurity.govt.nz/home/physical-security-management-protocol/physical-security-of-ict-equipment-systems-and-facilities/
http://protectivesecurity.govt.nz/home/physical-security-management-protocol/working-away-from-the-office/
http://protectivesecurity.govt.nz/home/physical-security-management-protocol/event-security/
http://protectivesecurity.govt.nz/assets/Uploads/Annex-A-Physical-security-measures-checklist.pdf
http://protectivesecurity.govt.nz/assets/Uploads/Annex-B-NZSIS-guidelines-on-equipment-selection-and-the-Approved-Products-List.pdf
http://protectivesecurity.govt.nz/assets/Uploads/Annex-C-Proof-of-identity.pdf
http://protectivesecurity.govt.nz/assets/Uploads/Annex-D-Safe-and-vault-types.pdf
http://protectivesecurity.govt.nz/assets/Uploads/ANNEX-A-Storage-requirements-for-electronic-information-in-ICT-facilities-.pdf
http://protectivesecurity.govt.nz/assets/Uploads/Annex-A-Checklist-for-mobile-computing-and-communications-remote-working.pdf
http://protectivesecurity.govt.nz/assets/Uploads/Annex-B-Useful-Links.pdf
http://protectivesecurity.govt.nz/assets/Uploads/Travel-Advice-Electronic-Devices.pdf
http://protectivesecurity.govt.nz/home/information-security-management-protocol/
http://protectivesecurity.govt.nz/home/physical-security-management-protocol/
http://protectivesecurity.govt.nz/home/mandatory-requirements/summary-of-governance-mandatory-requirements/?reset=1
http://protectivesecurity.govt.nz/home/protective-security-governance-requirements/
http://protectivesecurity.govt.nz/home/protective-security-governance-requirements/security-awareness-training-/
http://protectivesecurity.govt.nz/home/protective-security-governance-requirements/reporting-incidents-and-conducting-security-investigations/
http://protectivesecurity.govt.nz/home/protective-security-governance-requirements/compliance-reporting/
http://protectivesecurity.govt.nz/home/personnel-security-management-protocol/
http://protectivesecurity.govt.nz/home/mandatory-requirements/summary-of-personnel-security-mandatory-requirements/?reset=1
http://protectivesecurity.govt.nz/home/personnel-security-management-protocol/procedural-fairness-requirements/
http://protectivesecurity.govt.nz/home/personnel-security-management-protocol/reporting-changes-in-personal-circumstances/
http://protectivesecurity.govt.nz/home/personnel-security-management-protocol/personnel-security-management-protocol/
http://protectivesecurity.govt.nz/home/information-security-management-protocol/
http://protectivesecurity.govt.nz/home/information-security-management-protocol/
http://protectivesecurity.govt.nz/home/mandatory-requirements/summary-of-information-security-mandatory-requirements/?reset=1
http://protectivesecurity.govt.nz/home/information-security-management-protocol/information-security-management-protocol/?reset=1
http://protectivesecurity.govt.nz/home/information-security-management-protocol/new-zealand-government-security-classification-system/
http://protectivesecurity.govt.nz/home/information-security-management-protocol/handling-requirements-for-protectively-marked-information-and-equipment/
http://protectivesecurity.govt.nz/home/information-security-management-protocol/management-of-aggregated-information/
http://protectivesecurity.govt.nz/home/information-security-management-protocol/mobile-electronic-device-risks-and-mitigations/
http://protectivesecurity.govt.nz/home/information-security-management-protocol/communications-security/
http://protectivesecurity.govt.nz/home/information-security-management-protocol/agency-cyber-security-responsibilities-for-publicly-accessible-information-systems/
http://protectivesecurity.govt.nz/home/information-security-management-protocol/new-zealand-government-information-in-outsourced-or-offshore-ict-arrangements/
http://protectivesecurity.govt.nz/assets/Uploads/Annex-A-Examples-of-insider-threats.pdf
http://protectivesecurity.govt.nz/assets/Uploads/Annex-A-Documents-required-for-a-security-clearance.pdf
http://protectivesecurity.govt.nz/assets/Uploads/Annex-A-Contact-Reporting-Form.pdf
http://protectivesecurity.govt.nz/assets/Uploads/Generic-Security-Clearance-Briefing.doc
http://protectivesecurity.govt.nz/home/glossary/
http://protectivesecurity.govt.nz/home/what-you-need-to-know/
http://protectivesecurity.govt.nz/home/directive-on-the-security-of-government-business/
http://protectivesecurity.govt.nz/home/what-you-need-to-know/introduction-and-overview-to-the-psr/
http://protectivesecurity.govt.nz/home/what-you-need-to-do/strategic-security-objectives-core-policies-and-the-mandatory-requirements-for-agencies/
http://protectivesecurity.govt.nz/home/mandatory-requirements/summary-of-governance-mandatory-requirements/?reset=1
http://protectivesecurity.govt.nz/home/mandatory-requirements/summary-of-personnel-security-mandatory-requirements/
http://protectivesecurity.govt.nz/home/mandatory-requirements/summary-of-information-security-mandatory-requirements/
http://protectivesecurity.govt.nz/home/mandatory-requirements/summary-of-physical-security-mandatory-requirements/
http://protectivesecurity.govt.nz/home/what-you-need-to-do/
http://protectivesecurity.govt.nz/home/what-you-need-to-do/security-structure-and-agency-responsibilities/
http://protectivesecurity.govt.nz/home/what-you-need-to-do/strategic-security-objectives-core-policies-and-the-mandatory-requirements-for-agencies/
http://protectivesecurity.govt.nz/home/mandatory-requirements/
http://protectivesecurity.govt.nz/home/chief-executives-and-senior-managers/?reset=1
http://protectivesecurity.govt.nz/home/security-practitioners/
http://protectivesecurity.govt.nz/home/employees/
http://protectivesecurity.govt.nz/home/service-providers-working-with-government/
http://www.protectivesecurity.govt.nz/assets/Uploads/Legislation-Supplement.pdf
http://www.protectivesecurity.govt.nz/assets/Uploads/Annex-A-Categories-of-security-incidents.pdf
http://www.protectivesecurity.govt.nz/assets/Uploads/Annex-A-Example-compliance-checklist.pdf
http://www.protectivesecurity.govt.nz/assets/Uploads/Protective-Security-Capability-Maturity-Model.pdf
http://www.protectivesecurity.govt.nz/assets/Uploads/Protective-Security-Compliance-Guide.pdf
http://protectivesecurity.govt.nz/assets/Uploads/Annex-A-New-Zealand-Government-Business-Impact-Levels-BILs-of-Protective-Security-Risks.pdf
http://www.protectivesecurity.govt.nz/assets/Uploads/Guide-to-Developing-Agency-Alert-Levels.pdf
http://www.protectivesecurity.govt.nz/assets/Uploads/Protective-Security-Capability-Maturity-Model.pdf
http://www.protectivesecurity.govt.nz/assets/Uploads/Protective-Security-Compliance-Guide.pdf
http://www.protectivesecurity.govt.nz/assets/Uploads/Annex-A-Example-non-disclosure-agreement.pdf
http://www.protectivesecurity.govt.nz/assets/Uploads/Confidentiality-Agreement-for-Contractors.pdf
http://protectivesecurity.govt.nz/home/protective-security-governance-requirements/
http://protectivesecurity.govt.nz/home/protective-security-governance-requirements/developing-agency-protective-security-policies-plans-and-procedures/
http://protectivesecurity.govt.nz/home/protective-security-governance-requirements/business-impact-levels/
http://protectivesecurity.govt.nz/home/protective-security-governance-requirements/security-of-outsourced-services-and-functions/
http://protectivesecurity.govt.nz/home/personnel-security-management-protocol/
http://protectivesecurity.govt.nz/home/personnel-security-management-protocol/agency-personnel-security/
http://protectivesecurity.govt.nz/home/personnel-security-management-protocol/information-for-security-vetting-candidates/
http://protectivesecurity.govt.nz/home/personnel-security-management-protocol/security-assessment-criteria-and-the-adjudicative-guidelines/
http://protectivesecurity.govt.nz/home/personnel-security-management-protocol/contact-reporting/
http://protectivesecurity.govt.nz/assets/Uploads/Confidentiality-Agreement-for-Contractors.pdf
http://protectivesecurity.govt.nz/assets/Uploads/Annex-A-Classification-and-marking-ready-reckoner-chart.pdf
http://protectivesecurity.govt.nz/assets/Uploads/ANNEX-A-Potential-risks-when-using-mobile-devices-.pdf
http://protectivesecurity.govt.nz/assets/Uploads/ANNEX-B-Suggested-mitigations-to-reduce-risks-when-using-mobile-devices.pdf
http://protectivesecurity.govt.nz/assets/Uploads/Travel-Advice-Electronic-Devices.pdf
http://protectivesecurity.govt.nz/assets/Uploads/Change-of-Circumstance-General-Form.pdf
http://protectivesecurity.govt.nz/assets/Uploads/Change-of-Circumstance-relationship-form.pdf
http://protectivesecurity.govt.nz/assets/Uploads/Confidentiality-Agreement-for-Contractors.pdf
http://protectivesecurity.govt.nz/assets/Uploads/Generic-Security-Clearance-Briefing.doc
http://protectivesecurity.govt.nz/assets/Uploads/Guide-to-Employing-Personnel.pdf
http://protectivesecurity.govt.nz/assets/Uploads/Legislation-Supplement.pdf
http://protectivesecurity.govt.nz/assets/Uploads/Personnel-Security-Guide.pdf
http://protectivesecurity.govt.nz/assets/Uploads/Security-Clearance-Level-Guidelines.pdf
http://protectivesecurity.govt.nz/assets/Uploads/Security-Clearance-Transfer-Incoming-Request.doc
http://protectivesecurity.govt.nz/assets/Uploads/Security-Clearance-Transfer-Outgoing-Request.doc
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